
Microsoft Server (Windows 2003 / 2008 Full)

Microsoft SQL Server (2005/2008)

MKInsight Databases (Connection 

String determined using GlobalUsers 

table)

Live Database

Training 

Database

Server-side Storage (secondary)

MKInsight 

Live

MKInsight 

Training

Client Operating System (e.g. Windows XP Professional SP3 or higher)

MKInsight Client Application (mkinsight.exe)

Passwords 

encrypted using 

SHA1 1-way 

algorithm

Sensitive 

documentation 

encrypted using 

AES (Advanced 

Encryption 

Standard)

Client Storage (secondary)

MKInsight 

Internal Store
User Local Store

Logically secured 

using NTFS file 

permissions
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Encrypted with 

SSL using a 

secure certificate, 

guaranteeing 

server identity

Microsoft Windows Server Operating System (2003 / 2008 Web/Full)

Microsoft IIS Server (version 6.0 or higher)

Internet Information Systems (IIS) 

Process

MKInsight Web Application

SQL Data 

automatically 

encrypted using 

closed-source 

MS algorithm

TCP/IP Connection (port 443)

Server-side Storage (secondary)

Logs folder (/logs)

Configuration and 

License Files

Sessions are not 

persistent, and 

are authenticated 

upon each user 

request

Contains no 

directly 

discernable 

confidential data. 

Secured using 

NTFS file 

permissions.

MKInsight User

User Credentials

RAS link / 

firewalls must 

enable this route 

to be accessible

for online working
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Recommended 

backup – daily 

(with weekly 

offsite backup)

Single (1) SQL 

user 

authentication for 

MKInsight

IIS can be 

configured to take 

on the identity of 

a specific user or 

by default, the 

network service/

ASP worker 

process

Store is 

instalation-global, 

but includes only 

MKInsight system 

settings such as 

the server it is 

configured to 

work from 

(encrypted file)

Live and Training 

systems are 

provided to allow 

users two 

separate 

environments to 

work with Live 

and ‘test’ data. 

May be mounted 

on network rather 

than local client 

PC system
web.config, file 

permissions and 

IIS setup 

disallowing 

directory 

exploring

Client Requirements

Hardware: 2 GHz Dual core processor or higher (recommended), 2Gb RAM or higher (recommended).

OS : MS Windows XP Professional SP3 or higher

When online – TCP port 80/443 connection to the web server (service) via any route, 64Kbit bandwidth or    

higher recommended

.NET Framework 3.5 SP1 installed – co-exists with any other .NET framework on system

Server Requirements (Web and Database)
Dual-CPU 3GHz Intel Xeon or equivalent central processing unit(s)

2GB Memory (ECC preferred)

Adequate hard disks – RAID fault tolerance of levels 1 or 5 recommended (see notes)

Separate systems are recommended for increased fault tolerance, disaster recovery, and loading

Windows 2003 (Web/Full depending on intended use) / 2008 server required

SQL 2005/2008 required

Supports SMTP 

Authentication 

(RFC 4954)

Notes to overview

MKInsight directly follows the three-tier architecture model (presentation (client), logic (IIS), data (SQL 

Server))

Software is proven to work in Citrix environments (using Citrix presentation client) alongside or instead of a 

‘fat client’ installation, using a wizard-style installer

VPNs and token authentication schemes are not specifically required. Software can run in a default mode 

requiring username and password combination (held internally by MKInsight), or using Active Directory.

Minimum Hard Disk requirements (in additon to the OS requirements): Database server 50Gb – Web 

server 40Gb

SMTP Mail Service

SMTP Mail 

Server
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